
 

WORKONA DATA PROCESSING ADDENDUM  

EU STANDARD CONTRACTUAL CLAUSES 

This Data Processing Addendum (“DPA”) is made as of the DPA Effective Date (defined below) between Workona 
Inc. with a place of business at 2261 Market Street #4455 San Francisco, CA 94114 (“Company”) doing business as 
Workona, and [                                                   ], with a place of business at [                                                        ] 
(“Customer”). 

Workona has updated our Data Processing Addendum to incorporate the 2021 Standard Contractual Clauses. 

This Data Processing Addendum (“DPA”) amends and supplements the Terms of Service found at 
https://workona.com/policies/terms/, as updated from time to time (the “Agreement”), between Workona Inc. 
(“Workona”) and a customer on an Enterprise SKU account (“Customer”), and will be incorporated by reference 
into, and subject to the terms and conditions of, the Agreement.  

This DPA sets out the terms that apply when Customer Personal Data is processed by Workona under the 
Agreement. The purpose of the DPA is to ensure such processing is conducted in accordance with the Data 
Protection Legislation and respects the rights of individuals whose Customer Personal Data is processed under the 
Agreement. 

1. Definitions 

1.1.    “Customer Personal Data” means Personal Data that is included or embedded in workspaces created or 
uploaded by Customer or its Users using the Services. Customer Personal Data does not include Personal Data that 
Workona collects to administer the Services.  

1.2.    “Data Subject” means an individual to whom Customer Personal Data relates. 

1.3.    “Data Protection Legislation” means as applicable: (a) the GDPR; (b) any legislation which implements or 
supplements the GDPR; (c) any legislation which implements the European Community’s Directive 2002/58/; (d) 
UK GDPR and Data Protection Act of 2018 (UK); (e) the Federal Data Protection Act of 19 June 1992 
(Switzerland), and/or (f) the California Consumer Privacy Act, Cal. Civ. Code § 1798.100 et seq. (“CCPA”).  

1.4.    “GDPR” means the General Data Protection Regulation (EU) 2016/679 on the protection of natural persons 
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 
95/46/EC, and any amendment or replacement to it. 

1.5.    “Personal Data” means “personal data” and “personal information,” and such terms shall have the same 
meaning as defined by the Data Protection Legislation. 

1.6.    “Security Incident” means a breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorized disclosure of, or access to, Customer Personal Data transmitted, stored or otherwise 
processed.  

1.7.    “Services” means the Subscription Service, Support, Professional Services and any other services provided by 
Workona to Customer, but excludes any Non-Workona Application.  

1.8.    “Standard Contractual Clauses” means the standard contractual clauses, as agreed by the European 
Commission, for the transfer of personal data to processors established in third countries which do not ensure an 
adequate level of protection as set out in Commission Decision C(2010) 593, as updated, amended, replaced or 
superseded from time to time by the European Commission, the approved version of which in force at present is that 



set out in the European Commission's Decision 2021/914 of 4 June 2021, available at: https://eur-
lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32021D0914&from=EN. 

1.9.    The terms “controller”, “processing”, “processor”, and “supervisory authority” as used in this DPA will 
have the meanings ascribed to them in the GDPR and the terms “Business,” “sell,” and “Service Provider” as used 
in this DPA will have the meanings ascribed to them in the CCPA.  

1.10.    All capitalized terms not otherwise defined in this DPA will have the meaning given to them in the 
Agreement. If there is any inconsistency or conflict between this DPA and the Agreement to which it is attached as 
it relates to data processing, this DPA will govern. In the event of any conflict or inconsistency among the following 
documents with respect to the processing of Customer Personal Data, the order of precedence will be the DPA and 
then the Agreement. 

2. Processing of Data 

2.1. Scope and Purpose of Processing. This DPA applies only where and to the extent Data Protection Legislation 
applies to Workona’s processing of Customer Personal Data on behalf of Customer in the course of providing the 
Services pursuant to the Agreement. The purpose of data processing under this DPA is the provision of the Services 
pursuant to the Agreement. Workona will not (a) sell Customer Personal Data or take any action that would qualify 
as “selling personal information” under the CCPA; or (b) collect, use, disclose, release, disseminate, transfer, or 
otherwise communicate or make available to a third-party Customer Personal Data except to provide the Services or 
as expressly permitted by this Agreement.   

2.2. Processor and Controller Responsibilities. The parties acknowledge and agree that: (a) Workona is a processor 
of Customer Personal Data under the Data Protection Legislation; (b) Customer is a controller or processor, as 
applicable, of Customer Personal Data under the Data Protection Legislation; and (c) each party will comply with 
the obligations applicable to it under the Data Protection Legislation regarding the processing of Customer Personal 
Data. 

2.3. Authorization by Third-Party Controller. If Customer is a processor, Customer warrants to Workona that 
Customer’s instructions and actions with respect to Customer Personal Data, including its appointment of Workona 
as another processor, have been authorized by the relevant controller. 

2.4. Customer Instructions. Customer instructs Workona to process Customer Personal Data: (a) in accordance with 
the Agreement, any applicable Order, and Customer’s use of the Services; and (b) to comply with other reasonable 
instructions provided by Customer or a User where such instructions are consistent with the terms of the Agreement. 
Customer will ensure that its instructions for the processing of Customer Personal Data comply with the Data 
Protection Legislation. Customer has sole responsibility for the accuracy, quality, and legality of Customer Personal 
Data and the means by which Customer obtained the Customer Personal Data. Customer will disclose Customer 
Personal Data to Workona solely pursuant to a valid business purpose. 

2.5. Workona’s Compliance With Customer Instructions. Workona will only process Customer Personal Data in 
accordance with Customer’s instructions and will treat Customer Personal Data as confidential information. 
Workona may process Customer Personal Data other than on the written instructions of Customer if it is required 
under applicable law to which Workona is subject. In this situation, Workona will inform Customer of such 
requirement before Workona processes the Customer Personal Data unless prohibited by applicable law.  

3. Security; Privacy Impact Assessments 

3.1. Workona Personnel. Workona will inform its personnel engaged in the processing of Customer Personal Data of 
the confidential nature of the Customer Personal Data, and subject them to obligations of confidentiality that survive 
the termination of that individual’s engagement with Workona.  



3.2. Security. Workona will implement appropriate technical and organizational measures to safeguard Customer 
Personal Data taking into account the state of the art, the costs of implementation and the nature, scope, context and 
purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural 
persons. 

3.3 Data Privacy Impact Assessments. Workona will take reasonable measures to cooperate and assist Customer in 
conducting a data protection impact assessment and related consultations with any supervisory authority, if 
Customer is required to do so under Data Protection Legislation. 

4. Data Subject Rights 

4.1. Assistance with Customer’s Obligations. Workona provides Customer the ability to access, correct, amend, 
restrict, block or delete Customer Personal Data contained in the Services.  Workona will promptly comply with 
reasonable requests by Customer to assist with such actions to the extent Workona is legally permitted and able to 
do so. 

4.2. Notification Obligations. Workona will, to the extent legally permitted, promptly notify Customer if it receives 
a request from a Data Subject for access to, correction, amendment, deletion of or objection to the processing of 
Customer Personal Data relating to such individual. Workona will forward such Data Subject request relating to 
Customer Personal Data to Customer and Customer will be responsible for responding to any such request using the 
functionality of Services. Workona will provide Customer with commercially reasonable cooperation and assistance 
in relation to handling of a Data Subject request, to the extent legally permitted and to the extent Customer does not 
have access to such Customer Personal Data through its use or receipt of the Services.  

5. Subprocessors 

5.1. General Authorization. Customer generally authorizes the use of subprocessors to process Customer Personal 
Data in connection with fulfilling Workona’s obligations under the Agreement and/or this DPA. A list of Workona’s 
subprocessors is located at https://workona.com/compliance/subprocessors/. 

5.2 New Subprocessors. When Workona engages a new subprocessor to process Customer Personal Data, Workona 
will, at least ten (10) days before the new subprocessor processes any Customer Personal Data, notify Customer by 
updating its list of subprocessors located at the website above and give Customer the opportunity to object to such 
subprocessor. Customer may sign up on the website to receive notifications of changes to the subprocessor list. 

5.3. Workona Obligations. Workona will remain liable for the acts and omissions of its subprocessors to the same 
extent Workona would be liable if performing the services of each subprocessor directly under the terms of this 
DPA. Workona will contractually impose data protection obligations on its subprocessors that are at least equivalent 
to those data protection obligations imposed on Workona under this DPA. 

6. Data Transfers 

6.1. Location of Customer Personal Data. Customer Personal Data will be hosted in data centers within the United 
States unless the parties otherwise expressly agree in writing.  

6.2  Governing Terms. The parties will transfer Customer Personal Data internationally only pursuant to a transfer 
mechanism valid under Data Protection Legislation or applicable law, i.e. a valid mechanism in the exporting 
country. For example, in the case of transfers from within the European Economic Area to another country, a 
scheme which is approved by the European Commission as ensuring an adequate level of protection or any transfer 
which falls within a permitted derogation.  

6.3 Transfer Mechanism. In the event there is more than one mechanism to transfer Customer Personal Data from 
the EEA, Great Britain, and/or Switzerland to countries which do not ensure an adequate level of data protection 



under the Data Protection Legislation, the transfer of Customer Personal Data will be subject to a single transfer 
mechanism in the following order of precedence: (1) a valid transfer mechanism approved for transfers of Customer 
Personal Data from the EEA, U.K., or Switzerland to the U.S. (i.e., a successor to Privacy Shield); or (2) the 
Standard Contractual Clauses, subject to Section 6.4 and Appendix I, which are both below.  

6.4         For purposes of the Standard Contractual Clauses: 

6.4.1      Customer, the party transferring Customer Personal Data from the EEA, Switzerland, or the UK, will be 
referred to as the “Data Exporter”;  

6.4.2      Workona will be referred to as the “Data Importer”;  

6.4.3      This DPA and the Agreement contain the Customer’s instructions to Workona to process Customer 
Personal Data under SCCs Clause 8.1(a);  

6.4.4      Clause 7 of the SCCs (“Docking Clause”) shall apply; 

6.4.5      Paragraph 8(c) of Workona’s Terms of Service is deemed to satisfy Paragraph 15.1(a)(i) (legally binding 
request for Customer Personal Data from a law enforcement authority) of the SCCs;  

6.4.6      Section 7 of the DPA satisfies Paragraph 8.6(c) of the SCCs (notify data exporter of accidental or 
unauthorized access);  

6.4.7      Section 4 of the DPA satisfies Paragraph 10(a) of SCCs (requiring Workona to notify Customer of any 
relevant data subject requests);  

6.4.8      Customer may exercise its ability to request an audit under Clause 8.9(c) of the SCCs subject to the 
requirements of Section 9 of this DPA;  

6.4.9      Option 2 of Section 9(a) shall apply. Section 5 of this DPA satisfies the requirements of Clauses 9(a) and 
(d) of the Standard Contractual Clauses for the engagement of subprocessors; 

6.4.10    For purposes of Clause 9(c) of the SCCs, Customer must request in writing a copy of Workona’s 
subprocessor agreements and Workona may remove all commercial information, or terms unrelated to the SCCs, 
from such copies; and 

6.4.11    Unless prohibited by the Data Protection Legislation listed in Section 1.3(a)-(c), the SCCs are governed by 
the laws of The Netherlands, without regard to its conflicts of law rules, and each party hereby consents to exclusive 
jurisdiction and venue in the courts located in The Netherlands for any dispute arising hereunder.  

7. Security Breach 

7.1. Notification Obligations. In the event Workona becomes aware of any Security Incident, Workona will notify 
Customer of the Security Incident without undue delay. The obligations in this Section 7 do not apply to incidents 
that are caused by Customer or Customer's personnel or Users or to unsuccessful attempts or activities that do not 
compromise the security of Customer Personal Data, including unsuccessful log-in attempts, pings, port scans, 
denial of service attacks, and other network attacks on firewalls or networked systems.  

7.2. Manner of Notification. Notification(s) of Security Incidents, if any, will be delivered to one or more of 
Customer’s business, technical or administrative contacts by any means Workona selects, including via email. It is 
Customer’s sole responsibility to maintain accurate contact information on Workona’s systems at all 
times.  Furthermore, it is Customer’s sole responsibility to notify the relevant data protection supervisory authority 



and, when applicable, the Data Subjects of a Security Incident as required under the Article 33 and 34 of the GDPR. 
Workona will promptly comply with reasonable requests by Customer to assist it with meeting such notification 
requirements to the extent Workona is legally permitted and able to do so. 

8. Term and Termination 

8.1. Term of DPA. This DPA will remain in effect until, and automatically expire upon, deletion of all Customer 
Personal Data as described in this DPA. 

8.2. Deletion of Customer Personal Data. Workona will delete Customer Personal Data in its possession in 
accordance with its automated deletion schedule and back-up policy (a) if Customer requests that Workona delete 
Customer’s account and all associated authorized user accounts; or (b) on the date that Customer and all authorized 
users delete their accounts. Prior to deletion, Workona will make any Customer Personal Data in its possession 
available for download by Customer. Workona has no obligation to retain any portion of Customer Personal Data 
after such period except to the extent that Workona is required under Data Protection Legislation to keep a copy of 
the Customer Personal Data.  

9. Audits 

9.1. Audit Rights. Upon Customer’s written request to legal@workona.com no more than once per year, Workona 
will provide a copy of its then most recent third-party audits or certifications, as applicable, or any summaries 
thereof, in order that Customer may reasonably verify Workona’s compliance with the technical and organizational 
measures as required under this DPA. If required by the applicable Data Protection Legislation, Workona will allow 
Customer or a mutually agreed upon independent auditor appointed by Customer to conduct an audit (including 
inspection), no more than once per year upon eight weeks’ notice sent to the above address complete with a detailed 
audit plan describing the proposed scope, duration, and start date of the audit. Workona will contribute to such 
audits whose sole purpose will be to verify Workona’s compliance with its obligations under this DPA. The auditor 
must execute a written confidentiality agreement acceptable to Workona before conducting the audit. The audit must 
be conducted during Normal Business Hours, subject to Workona’s policies, and may not unreasonably interfere 
with Workona’s business activities. Any audits are at Customer’s sole cost and expense.  

9.2. Separate Service. Any request for Workona to provide assistance with an audit is considered a separate service 
if such audit assistance requires the use of resources different from or in addition to those required by law. Customer 
will reimburse Workona for any time spent for any such audit at rates mutually agreed to by the parties, taking into 
account the resources expended by Workona. Customer will promptly notify Workona with information regarding 
any non-compliance discovered during the course of an audit.  

9.3 Limits on Auditing Party. Nothing in this DPA will require Workona either to disclose to an independent auditor 
or Customer, or to allow an independent auditor or Customer to access: (a) any data of any other customer of 
Workona; (b) Workona's internal accounting or financial information; (c) any trade secret of Workona; (d) any 
premises or equipment not controlled by Workona; or (e) any information that, in Workona's reasonable opinion, 
could: (i) compromise the security of Workona’s systems or premises; (ii) cause Workona to breach its obligations 
under Data Protection Legislation or the rights of any third-party; or (iii) any information that an independent 
auditor seeks to access for any reason other than the good faith fulfillment of Customer's obligations under the Data 
Protection Legislation. Customer will contractually impose, and designate Workona as a third-party beneficiary of, 
any contractual terms that prohibit any independent auditor from disclosing the existence, nature, or results of any 
audit to any party other than Customer unless such disclosure is required by applicable law. 

Appendix I - Annex I to the Standard Contractual Clauses 

A.   LIST OF PARTIES 



Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data 
protection officer and/or representative in the European Union] 

    Customer. 

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with 
responsibility for data protection] 

    Workona Inc. 

B.   DESCRIPTION OF TRANSFER 

1.    Categories of data subjects whose personal data is transferred 

        Individuals whose personal data the Customer’s users upload to or include or embed in documents created 
using the Services. 

2.    Categories of personal data transferred 

    Any data that the Customer’s users upload to the Services or reflect in documents created using the Services, 
typically name and email address. 

3.    Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into 
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access 
restrictions (including access only for staff having followed specialised training), keeping a record of access to the 
data, restrictions for onward transfers or additional security measures. 

        N/A. 

4.    The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis). 

        Transfers of Customer Personal Data occur when the Customer’s users upload to or include or embed Customer 
Personal Data in documents created using the Services.  

5.    Nature of the processing 

        Workona will process Customer Personal Data pursuant to the DPA solely for the purpose of providing and 
improving the Services and administering the Customer’s accounts, as more fully described in         the DPA and the 
Agreement.   

6.    Purpose(s) of the data transfer and further processing 

        Workona will process Customer Personal Data pursuant to the DPA solely for the purpose of providing and 
improving the Services and administering the Customer’s accounts, as more fully described in         the DPA and the 
Agreement. 

7.    The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine 
that period 

        Workona will delete all Customer Personal Data in accordance with its automated deletion schedule and back-
up policy. Notwithstanding the foregoing, if Users maintain free accounts after cancellation         of a paid account, 



information and Customer Personal Data in those free accounts will not be deleted until such accounts are 
permanently deleted by the User. 

8.    For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

        For information about transfers to sub-processors see: https://workona.com/compliance/subprocessors/. 

C.   COMPETENT SUPERVISORY AUTHORITY 

        Identify the competent supervisory authority/ies in accordance with Clause 13: Autoriteit Persoonsgegevens. 

Annex II to the Standard Contractual Clauses 

Technical and Organizational Measures Including Technical and Organizational Measures to Ensure the 
Security of the Data 

    The technical and organizational measures are described in Workona’s Software Security Program available 
at: https://workona.com/help/security/. 

Annex III to the Standard Contractual Clauses 

List of Sub-Processors 

    A list of sub-processors can be found at https://workona.com/compliance/subprocessors/. 

 
  



DATA EXPORTER   The entity identified as “Customer” in the DPA  

Name: ____________________________________   

Position: ____________________________________   

Authorized Signature: ____________________________________   

 

DATA IMPORTER   Workona Inc.  

Name: Quinn Morgan  

Position: CEO  

Authorized Signature: ____________________________________   


